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Credential Stuffing Attacking

4-FEEIEE (Credential Stuffing Attcking)~& B
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attack, Account checking, Account takeover,

Account takeover attack, Login Stuffing,
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STERTRE:

£% 1: httpsi//blog.trendmicro.com.tw/?cat=4038 , view in

2021

B2
https://baike.baidu.com/item/%E6%92%9 E%E5%BA%93

/16480882, view in 2021

2% 31 https://Awww.f5.com/labs/articles/threat-
intelligence/2021-credential-stuffing-report, view in

2021

2= 4 https//owas p.org/www-project-automated-
threats-to-web-applications/assets/oats/EN/QOAT-

008_Credential_Stuffing, view in 2021

£ 5: Wang, Ke Coby, and Michael K. Reiter. "Detecting
stuffing of a user's credentials at her own accounts.”
29th {USENIX]} Security Symposium ({USENIX} Security

20). 2020.

£28

MRAR 2R I E E I T
Z4KIR

R lo4A 2238 4R E

IESE B 51 ERZE(Credential Stuffing
Attacking) BRIESEZBHEN—EAT
HIERETMESHLIE 4 @R 55

® DataBreach, ¢ &iF-A FBEIESEEH
® Searching, SHABENZ5B
e Offensive, ##BE-C, HETHEE

Crime, ETHEA B 4, RiEENZE
FHRMERESER . ALEEE S HE
o ECEET TEENENELE
B ERA RGERNHESERTR -
ZRIFRBE(AB)B 2FEAIEE » FBERE
HEAERGAEB)  HEEFEHEEES

E%J a

lts B 2R ELIER E AR ERRE
WEE? @@ R EBHWS  TNUGR

@ Data Breach

i HéﬂE-Aﬂmtﬂﬁaarching
2 BREEENAEB
= -
@ Crime
MINBAB&RM
SEALE MR
@ Offensive

HHETER-C, TN

S-IEEEEEENENTEST



2022 F1=F

Yo, Time Source Destnston.
49 3.428397 1@.0.1.58 163.17.65.134
93 3.872817 163.17.65.134 10.0.1.58
95 3.89255@ 16.0.1.58 163.17.65.134

185 3.893981 10.0.1.58 163.17.65.134
106 3.894027 10.0.1.58 163.17.65.134
111 3.895@26 10.0.1.58 163.17.65.134
112 3.895@39 16.0.1.58 163.17.65.134
126 3.929172 16.0.1.58 163.17.65.134
132 3.929658 163.17.65.134 16.0.1.58
134 3.933421 16.9.1.58 163.17.65.134
135 3.957618 163.17.65.134 10.90.1.58
137 3.959743 10.0.1.58 163.17.65.134
139 3.963060 163.17.65.134 10.9.1.58
141 3.963433 19.9.1.58 163.17.65.134
142 3.964779 163.17.65.134 10.0.1.58
144 3.965097 16.0.1.58 163.17.65.134
145 3.970114 163.17.65.134 16.0.1.58
147 3.97@522 16.9.1.58 163.17.65.134
148 3.976028 163.17.65.134 10.98.1.58
158 3.977996 163.17.65.134 10.8.1.58
152 3.981364 163.17.65.134 10.98.1.58
154 3.988560 163.17.65.134 19.8.1.58
156 3.999128 163.17.65.134 10.8.1.58
168 4.022481 163.17.65.134 10.0.1.58
178 4.035589 10.0.1.58 163.17.65.134
171 4.044720 19.0.1.58 163.17.65.134
172 4.847256 10.0.1.58 163.17.65.134
173 4.849319 10.0.1.58 163.17.65.134
174 4.849666 10.0.1.58 163.17.65.134
175 4.850178 10.0.1.58 163.17.65.134
177 4.858982 163.17.65.134 10.9.1.58

Erobcal [
HTTP 425 GET /news.asp HTTP/1.1

HTTP 982 HTTP/1.1 2868 OK (text/html)
HTTP 455 GET /style.css HTTP/1.1

HTTP 512 GET /images/hot_ico.gif HTTP/1.1
HTTP 512 GET /images/new_ico.gif HTTP/1.1
HTTP 508 GET /images/top.gif HTTP/1.1
HTTP 515 GET /images/bullet_bak.png HTTP/1.1
HTTP 512 GET /images/imp_icc.gif HTTP/1.1
HTTP 1291 HTTP/1.1 208 OK (text/css)

HTTP 510 GET /images/post3.gif HTTP/1.1
HTTP 1285 HTTP/1.1 208 OK (GIF89a)

HTTP 492 GET /header.html HTTP/1.1

HTTP 462 HTTP/1.1 208 OK (GIF89a)

HTTP 510 GET /images/post2.gif HTTP/1.1
HTTP 514 HTTP/1.1 208 OK (GIF8%a)

HTTP 510 GET /images/postl.gif HTTP/1.1
HTTP 543 HTTP/1.1 208 OK (PNG)

HTTP 506 GET /top_link.gif HTTP/1.1

HTTP 804 HTTP/1.1 200 OK (GIF89a)

HTTP 717 HTTP/1.1 200 OK (GIF89a)

HTTP 805 HTTP/1.1 208 OK (GIF8%a)

HTTP 798 HTTP/1.1 208 OK (GIF8%9a)

HTTP 443 HTTP/1.1 208 OK (GIF8%9a)

HTTP 1383 HTTP/1.1 200 OK (text/html)
HTTP 495 GET /copyright.html HTTP/1.1
HTTP 465 GET /style_header.css HTTP/1.1
HTTP 514 GET /content_bg_green.gif HTTP/1.1
HTTP 514 GET /images/FBicon.jpg HTTP/1.1
HTTP 500 GET /bg.gif HTTP/1.1

HTTP 486 GET /js_menu/stmenu.js HTTP/1.1
HTTP 263 HTTP/1.1 208 OK (text/html)
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Time Source Destination Counlry Protecol Length Info

3534 87.572212 192.168.200.55 47.242.205.57 Hong Kong HTTP 236 GET /posg/?RVe@7=t/NymjUpualD1mR4G+w/dvwfadzMuFrd+1d0BWu7 SWovzi

3667 87.626110 47.242.205.57 192.168.200.55 Hong Kong HTTP 343 HTTP/1.1 484 Not Found (text/html)

5424 92.629130 192.168.2008.55 172.217.160.115 United States HTTP 238 GET /posg/?RVed7=0ew0IJUiBrhQGEHREBZITIRZRzEmmalcLppQkvylhyJ6E]

5426 92.639219 172.217.160.115 192.168.200.55 United States HTTP 551 HTTP/1.1 382 Found (text/html)

5851 97.916141 192.168.200.55 188.165.33.127 France HTTP 236 GET /posg/?RVe@d7=SFedGwePBiXU2YDy8pBg801Mc fANCuf37kbQ+Tv72jaoll

5868 98.194140 188.165.33.127 192.168.200.55 France HTTP 504 HTTP/1.1 484 Not Found (text/html)

5895 103.2295780 192.168.200.55 23,227.38.74 Canada HTTP 239 GET /posg/?RVed7=Ynxbhulkjw7/dCRerf4g7mcPecVASPiQ15RS7qTroPdsnl

5902 163.289886 23.227.38.74 192.168.200.55 Canada HTTP 6@ HTTP/1.1 403 Forbidden (text/html)

7845 108.424271  192.168.200.55 164.21.71.110 HTTP 236 GET /posg/?RVe@7=P6fIhkh82jcpqDhI0@oWlPADIhIKukOOBRIX18F3GMGk+

8347 108.584148 104.21.71.110 192.168.200.55 HTTP 824 HTTP/1.1 301 Moved Permanently

8475 119.000583 192.168.200.55 34.102.136.180 United States HTTP 229 GET /posg/?RVe@d7=0DXz3AL /E/dKmohDjdkpIVily7gxCn4GBwOREhingcSBpA:

8477 119.104486 34.102.136.180 192.168.208.55 United States HTTP 515 HTTP/1.1 403 Forbidden (text/html)

8996 124.107665 192.168.200.55 199.59.243.200 United States HTTP 224 GET /posg/?RVe@7=1S/HESr3wKSfbjkU36HwoFEi3ZCAzOvA5zmOyY0iZaD7u;

8999 124.459042  199.59.243.200 192.168.200.55 United States HTTP 730 HTTP/1.1 280 OK (text/html)

9032 129.600033 192.168.200.55 164.21.88.25 HTTP 226 GET /posg/?RVed7=nMxITAP6cc+IUQH3k32jGIEpoHUNI 7UynPGBMOwWS fnicR:
11610 140.864397 192.168.200.55 199.192.17.8 United States HTTP 239 GET /posg/?RVe@7=inUGIBeDPNEDOY4t7THvzABSqaCHmuO6qeRivoB4XalYp)
11612 141.228626 199.192.17.8 192.168.200.55 United States HTTP 515 HTTP/1.1 484 Not Found (text/html)

12161 153.408497 192.168.200.55 37.123.118.150 United Kingdom HTTP 232 GET /posg/?RVed7=0z5+CxsSQv+DQSFd2n1hM55Hg751h1Rq3pT7+KnIBhF7h"
12163 153.665471 37.123.118.150 192.168.200.55 United Kingdom HTTP 391 HTTP/1.1 4083 Forbidden (text/html)

12183 158.907149 192.168.200.55 92.205.7.199 France HTTP 238 GET /posg/?RVed7=25DgxewiAHIHeb9NVep@fYVz+/nbIU27ULMOhmRZ FBINF
12185 159.198558 92.205.7.199 192.168.200.55 France HTTP 538 HTTP/1.1 301 Moved Permanently

15426 190.328341  192.168.200.55 154.23.178.189 United States HTTP 233 GET /posg/?RVe@7=ml4LelzuznjoF /Hgs2vsjZgHPXpdmwyToPngn@sPksS+M¢
15428 190.461983 154.23.170.189 192.168.200.55 United States HTTP 468 HTTP/1.1 484 Not Found (text/html)

17425 195.511477 192.168.200.55 47.242.205.57 Hong Kong HTTP 236 GET /posg/?RVed7=t/NymjUpual D1mR4G+w/dvwfadzMuFrd+1d0BWu7SWIvz/
17427 195.564478  47.242.205.57 192.168.208.55 Hong Kong HTTP 343 HTTP/1.1 404 Not Found (text/html)

17893 200.566745 192.168.200.55 172.217.1608.115 United States HTTP 238 GET /posg/?RVe@d7=0ew0IJUiBrhQG8HREBZITORZRZEmmalcL ppQkvyWhy]6El
17895 200.574363 172.217.1608.115 192.168.200.55 United States HTTP 551 HTTP/1.1 302 Found (text/html)

17931 205.852051  192.168.200.55 188.165.33.127 France HTTP 236 GET /posg/?RVed7=SF6dGuePBiXU2YDy8pBg801Mc fAnCuf37kbQ+Tv72jaoZl
17943 206.130001 188.165.33.127 192.168.200.55 France HTTP 504 HTTP/1.1 404 Not Found (text/html)

1705@ 211 1£1204 107 1£2 108 &€ 21 297 22 7 s uTTD 930 EET fnnrm /30VADT—Vrvkibai 14T LACDAnE A nTmrDarAIACDI A ERCTATnADA nl

E 9-158 “Statement of Account-Invoices Overdue” (BERRERZ) SSEAAEEL HITP BRHESTE

BR . ZlEgEE  AREEMASEERT S EERY

4] 11”“ $ AR E’J E— g —t CRIC DERREH | IBREBE 1% - £ NSPA-Skill BEZ2H 85

I5 . gRUERTIEEGT - T EERREEBENNTESNE

RE HTTP B E5I=H6 .

http and ((not (ip.src==P4B48E and ip.dst==r4E4EE)) and
(not ip.geoip.asnum in {8068, 8070, 8075, 15169})

WHoE4E EIB4REE HAITIRTEESE NSPA/NTPA @4 2] S iEES s flEs
BiTER EEEERE £ Wireshark S FIBRSHEE  IBEENE
_ BER  F2E B9FT - (HEd ngfn EREIEAESE B2

B84 192.168.0.0/16)
EZEERN  BRIESASERERFES Trojan, 32 RAT)  £48

BESHEAMESS  ERSLARLEETERO @RS aEt . 0 O RER SNEES AR TREEEREEENE

% EpRES DR (1) EEEREENREENES . ) EEE =R - BEERER Windows Explorer Ed - i EFIFE
Explorerexe ¥t5haEE HTTP 4905 -

LSRRV EISR E# 43 (Active Connection) i _EikIEEES, » £ NSPA-
Skill S #rHzIat « BSE S AARAE SRR -

ANENBEPEEENR
BEAUER: HTTP/HTTPS W ER

= s o :
BERED - BHE A MD5-HASH .168.200.55:40345  40.70,197,35:443 TIME_¥Al 0
. TOP  192.168.200.56:40350  96.7.753.106:443 ESTAELISHED 016
= 192.163,200,55: 1 154.06.195.215: -
BS TP 192.168.200.55:40361  154.86.105.215:60  TIME_WAIT 0
TOP  192.168.200.55:48368  107.163.176.251:80  TIME_WAIT 0
TOP 192.168.200.55:40354  107.163.176.251:60  TIME_WAIT 0
TE737DDI2AAAGA7 79D2BIB3940 TOP  197.168.700.56:48365  15.187.142.173:80 TIME WAIT 0
TCP 192.168.200.55:40380  173.231.37.30:80 TIME_WAIT 0
17603A - TP 197.168.20055:49373  52.905.7.199:80 FINRAIT 2 1608
TCP 192.168.200.55: 49374 92.205.7.199:60 ESTABLISHED 1608
EEEERARRER
xloader RIE£ 5! - Formbook FiiE svchost.exe 832 C:\Windows\System32svehost.exe
. . B svchost.exe 284 C:\Windows\System32lsvehost.exe
%30 i AgentTesla RiE£7% . &2 swehostexe 916 CWrindowsSysten32levchostexe
svchost.exs 1036 C:WHindows\System Plevchost.exe
# Stealer 2 KeylLogger HIFEHY VSSVCexe 1088 CiWindows\SysemTAVSSVC.exe
- - . o spoolsv.exa 1160 C:Wiindows\System 3lepoolsv.exs
Eﬂﬂbj] ® bigﬁﬁ@%ﬂﬁ&} svohost.exe 1196 C:\Windows\System 32\svchost.exe
mDNSRespond... 1260 C:WProgram Files\Bonjour\mDNSResponder exe
TESHE BAEEATIAEEZTHN taskhost exe 1316 C:\Windows\System 32\askhost exe
taskeng.exa 1384 C:Windows\System PMaskeng, exa
R RENEERTEATER | e @ St
it N Eﬁﬂ#ﬁ‘]@%(%ﬁfﬁ¢%$)%ﬁ GoogleCrashHa... 1564 C:\Program Files (x86)\GoogleWUpdate\l.3.35. 122\GoogleCrashHan...
S - explorer.exe 1608 C:\Windowslexplorer.exe
S QiyiService.exe... 1692 C:\Program Files (x86MQIY] Video\LStyle'7.2. 102. 1343\ QiyiServ...
% "Statement of Account- SemchFiliros.., 1728 CAWindows\Systen32\SearchFiltarHost exe
RichVideo.exe ... 1860 C:\Program Files (x86)\CyberLink'Shared Files\RichVideo.exe
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BB - SR AERE (RE2E) 25
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MEERR » 5AIZ Worm - RAT £ Trojan
=2 EfnEAREEREgE RS B2
EESEENFEIE - E LB EI_ LR AREE
ENEUIE(AI: Sleep(Random(date-
time)) EEMAR) DHEEARELEREAEH
FEENTS - BN EAEEREANNERE
HESE - ENEEETERNEIMNEE
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1N B | SR YE L ER AT At R
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